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Policy statement  

Stratford Preparatory School (the "school") is committed to being transparent about how it collects and 

uses the personal data of its staff, pupils and parents to meet its data protection obligations. This policy 

sets out the school's commitment to data protection and individual rights and obligations in relation to 

personal data. This policy should be read in conjunction with the school’s Privacy Notices as follows: 

 

• Privacy Notice for Parents 

• Privacy Notice for staff 

This policy applies to the personal data of job applicants, employees, workers, contractors, volunteers, 

apprentices and former employees, referred to as HR-related personal data. This policy also applies to 

the personal data of pupils and parents of the school.  

Tim Horton, Headmaster, is the person with responsibility for data protection compliance. He can be 

contacted at Headmaster, Stratford Preparatory School, Church House, Old Town, Stratford-upon-Avon, 

Warwickshire CV37 6BG or via email headmaster@stratfordprep.co.uk. Any questions about this policy, 

or requests for further information, should be directed to him.  

 

Legislation  

This policy has been written in accordance with the General Data Protection Regulations, which came 

into force on 25 May 2018 and became part of UK law, replacing the Data Protection Act 1998.  

mailto:headmaster@stratfordprep.co.uk
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Definitions  

Personal data is any information that relates to an individual who can be identified from that information, 

either directly or indirectly.  

Processing is any use that is made of data, including collecting, storing, amending, disclosing or 

destroying it.  

Special categories of personal data means information about an individual's racial or ethnic origin, 

political opinions, religious or philosophical beliefs, trade union membership, health, sex life or sexual 

orientation and biometric data.  

Criminal records data means information about an individual's criminal convictions and offences,  

and information relating to criminal allegations and proceedings.  

 

Data Protection Principles  

The school processes personal data in accordance with the following data protection principles:  

• Processes personal data lawfully, fairly and in a transparent manner.  

• Collects personal data only for specified, explicit and legitimate purposes.  

• Processes personal data only where it is adequate, relevant and limited to what is necessary for 

the purposes of processing.  

• Keeps accurate personal data and takes all reasonable steps to ensure that inaccurate 

personal data is rectified or deleted without delay.  

• Keeps personal data only for the period necessary for processing.  

• Adopts appropriate measures to make sure that personal data is secure, and protected against 

unauthorised or unlawful processing, and accidental loss, destruction or damage.  

The school tells individuals the reasons for processing their personal data, how it uses such data and the 

legal basis for processing in its privacy notices. It will not process personal data of individuals for other 

reasons.  

Where the school processes special categories of personal data, such as ethnicity data, the information 

is given on a voluntary basis and will only be used for anonymised monitoring purposes. The school also 

processes other personal sensitive data, such as medical information, in order to maintain the health and 

wellbeing of pupils.  

The school is required by law to undertake criminal records checks for those who are working with 

children. The information gathered will only be used for the purpose of determining suitability for the 

relevant role.  

The school will update personal data promptly if an individual advises that their information has changed 

or is inaccurate.  

Personal data gathered is held in the individual's personal file in hard copy and in electronic format on 

various IT systems. The periods for which the school holds personal data are contained in the retention 
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schedule attached to this policy as appendix 1.  

 

Individual Rights  

As a data subject, individuals have a number of rights in relation to their personal data.  

Subject Access Requests  

Individuals have the right to access their personal data so that they are aware of and can verify the 

lawfulness of the processing. An individual is entitled to:  

• confirmation that their data is being processed;  

• access to their personal data; and  

• other supplementary information - this largely corresponds to the information that  

should be provided in a privacy notice.  

The school will also provide the individual with a copy of their personal data that is being processed. This 

will normally be in electronic form if the individual has made a request electronically, unless they agree 

otherwise.  

To make a subject access request, the individual should send the request to the Headmaster, Stratford 

Preparatory School, Church House, Old Town, Stratford-upon-Avon, Warwickshire CV37 6BG.  In some 

cases, it may be necessary to ask for proof of identification before the request can be processed; in such 

cases individuals will be informed and notified of the documents required to verify their identity.  

The school will normally respond to a subject access request within a period of one month from the date 

it is received. In some cases, such as where the request is complex or numerous, the timescale may be 

extended by a further two months. If this is the case, the individual will be informed within one month of 

the receipt of the request of the extended timescale and why the extension is necessary.  

Where the individual has requested a large quantity of data, the school may ask the individual to specify 

the information the request relates to.  

If a subject access request is manifestly unfounded or excessive, the school is not obliged to comply with 

it. Alternatively, the school can agree to respond but will charge a fee based on the administrative cost of 

responding to the request. For example, a subject access request is likely to be manifestly unfounded or 

excessive where it repeats a request to which the school has already responded. If an individual submits 

a request that is unfounded or excessive, the school will notify them that this is the case and whether or 

not it will respond to it.  

Other Individual Rights  

Individuals have a number of other rights in relation to their personal data. They can require the school 

to:  

• rectify inaccurate data;  

• stop processing or erase data that is no longer necessary for the purposes of  

processing;  

• stop processing or erase data if the individual's interests override the school's  

legitimate grounds for processing data (where the school relies on its legitimate  
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interests as a reason for processing data);  

• stop processing or erase data if processing is unlawful; and  

• stop processing data for a period if data is inaccurate or if there is a dispute about  

whether or not the individual's interests override the school’s legitimate grounds for 

processing data.  

To ask the school to take any of these steps, the individual should send the request to the Headmaster 

at headmaster@stratfordprep.co.uk. 

 

Data Security  

The school takes the security of personal data very seriously. The school has internal policies and 

controls in place to protect personal data against loss, accidental destruction, misuse or disclosure, and 

to ensure that data is not accessed, except by employees in the proper performance of their duties.  

Where, rarely, the school engages third parties to process personal data on its behalf, such parties do so 

on the basis of written instructions, are under a duty of confidentiality and are obliged to implement 

appropriate technical and organisational measures to ensure the security of data.  

 

Data Breaches  

If the school discovers that there has been a breach of personal data that poses a risk to the rights and 

freedoms of individuals, it will report it to the Information Commissioner within 72 hours of discovery. The 

school will record all data breaches regardless of their effect.  

If the breach is likely to result in a high risk to the rights and freedoms of individuals, it will tell affected 

individuals that there has been a breach and provide them with information about its likely consequences 

and the mitigation measures it has taken.  

 

International Data Transfers  

The school may transfer some personal data outside the EEA, such as pupil data for trips, exchanges 

and studies at overseas' educational establishments. Where data is transferred outside the EEA, data 

subjects' permission will be sought prior to the transfer of any data and appropriate safeguards, in line 

with data protection requirements, will be put in place to maintain the security of the data being 

transferred.  

 

Individual Responsibilities  

The school may periodically ask individuals to check the personal information held on them so that they 

can ensure it is up to date. Individuals are responsible for keeping their personal data up to date and 

should let the school know if data provided changes, for example if an individual moves to a new house 

or changes their bank details.  

mailto:headmaster@stratfordprep.co.uk
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Individuals may have access to the personal data of employees, pupils or parents in the course of their 

employment or contract period. Where this is the case, the school expects individuals to help meet its 

data protection obligations to staff, customers and clients and keep any personal data confidential and 

secure.  

Individuals who have access to personal data are required:  

• to access only data that they have authority to access and only for authorised  
purposes;  

• not to disclose data except to individuals (whether inside or outside the school)  

who have appropriate authorisation;  

• to keep data secure (for example by complying with rules on access to premises,  

computer access, including password protection, and secure file storage and  

destruction);  

• not to remove personal data, or devices containing or that can be used to access  

personal data, from the school's premises without adopting appropriate security  

measures (such as encryption or password protection) to secure the data and the  

device; and  

• not to store personal data on local drives or on personal devices that are used for  

work purposes.  

Further details about the school’s security procedures can be found in the ICT usage policies.  

In particular, an individual should ensure that they:  

• use password-protected or encrypted software where available for the transmission  
and receipt of documents containing personal data;  

• send fax transmissions to a direct fax where possible and with a secure cover sheet;  

and  

 •  lock files containing personal data in secure cabinets.  

Where information is disposed of, individuals should ensure that it is destroyed securely. This may 

involve the permanent removal of the information from the server so that it does not remain in an 

individual's inbox or deleted folder. Hard copies of information may need to be confidentially shredded. 

Employees should be careful to ensure that information is not disposed of in a wastepaper 

basket/recycle bin.  

If an individual acquires any personal information in error by whatever means, they should inform the 

Headmaster immediately and, if it is not necessary for them to retain that information, arrange for it to be 

handled by the appropriate individual within the school.  

An individual must not take any personal information away from the school’s premises unless they have 

obtained the prior consent of the Headmaster.  

If an individual is in any doubt about what they may or may not do with personal information, they should 

seek advice from the Headmaster. If they cannot get in touch with the Headmaster, they should not 

disclose the information concerned until they have been able to do so. 
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Taking Records Containing Personal Data Off Site  

An individual may only take certain records containing personal data off site where there is a valid 

reason given by the Headmaster.  

Any individual taking records off site must ensure that they do not leave their laptop, other device or any 

hard copies of records in a public place such as on the train or in the car. They must also take care when 

observing the information in hard copy or on-screen that such information is not viewed by anyone who 

is not legitimately privy to that information.  

 

Archiving and the Destruction or Erasure of Records  

All staff will receive basic training in data management. Staff with specific responsibility for the 

management of records should ensure that:  

• records are stored securely, including where possible, with encryption so that access  

is available only to authorised persons and the records themselves are available when  

required and (where necessary) searchable;  

• important records and large or sensitive personal databases are not taken home or  

carried or kept on portable devices (whether CDs, data sticks, mobiles or handheld  

electronic tablets) unless absolutely necessary, in which case it will be subject to a  

risk assessment and authorisation by the Headmaster;  

 •  data back-up or migration is in line with the school’s ICT policies;  

• arrangements with external storage providers, whether physical, electronic or cloud  

based are supported by robust contractual arrangements providing for security and  

access;  

• reviews are conducted on a regular basis, to ensure that all information being kept is  

still relevant and, in the case of personal data, necessary for the purposes for which  

it is held, accurate and up-to-date;  

• all destruction or permanent erasure of records, if undertaken by a third party, is  

carried out securely - with no risk of the re-use, disclosure or re-construction of any  

records or information contained in them.  

Records are disposed of in line with the attached retention schedule - see appendix 1.  

In many cases the prompt for review will be the end of a calendar year or tax year, so for the purpose of 

this policy a contingency is built in (e.g. 7 years where the statutory limitation is 6 years).  

Historic cases nationally, in the field of child protection, require a cautious approach to record retention, 

even the lifetime of a pupil. The school will ensure any long-term records are kept securely, accessible 

only by trained staff.  

Insurance documents are not personal data and relevant historic policies are kept for as long as a claim 

might arise.
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Secure Disposal of Documents  

Confidential, sensitive or personal information is considered securely disposed of when in a condition 

where the data cannot either be read or reconstructed.  

Paper records are shredded or disposed of via a confidential waste disposal service; CDs, DVDs and 

diskettes should be cut into pieces. Hard-copy images, AV recordings and hard disks should be 

dismantled and destroyed.  

 

IICSA, Child Protection and Document Retention  

In the light of the Independent Inquiry into Child Sexual Abuse and various high-profile safeguarding 

cases, all schools are aware of the emphasis currently being placed on long-term, lifetime or even 

indefinite keeping of full records related to incident reporting.  

The present focus on safeguarding does not mean that existing laws in respect of data protection or 

confidentiality are now in suspension and the school is aware that it must not retain personal data longer 

or in greater volume than is necessary for its purpose, and that it must keep the data accurately or safely. 

However, the school will comply with a safeguarding requirement, such as the IICSA enquiry, first before 

applying normal retention periods to data, however sensitive.  

 

Consequences of Non-Compliance  

Failing to observe these requirements may amount to a disciplinary offence, which will be dealt with 

under the school's disciplinary procedures. Significant or deliberate breaches of this policy, such as 

accessing employee or pupil data without authorisation or a legitimate reason to do so, may constitute 

gross misconduct and could lead to dismissal without notice.  

 

Monitoring  

The school may monitor employees and pupils by various means including, but not limited to, recording 

individuals' activities on CCTV, checking emails and social media accounts, listening to voicemails and 

monitoring telephone conversations. If this is the case, the school will inform the individual that 

monitoring is taking place, how data is being collected, how the data will be securely processed and the 

purpose for which the data will be used. The individual will usually be entitled to be given a copy of any 

data that has been collected about them. The school will not retain such data for any longer than is 

absolutely necessary.  

In exceptional circumstances, the school may use monitoring covertly. This may be appropriate where 

there is, or could potentially be, damage caused to the school by the activity being monitored and where 

the information cannot be obtained effectively by any non-intrusive means; for example, where an 

employee is suspected of stealing property belonging to the school. Covert monitoring will take place 

only with the approval of the Headmaster and Proprietor.  

 
Training  

The school will provide training to all individuals about their data protection responsibilities as part of the 
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induction process and at regular intervals thereafter.  

Individuals whose roles require regular access to personal data, or who are responsible for implementing 

this policy or responding to subject access requests under this policy, will receive additional training to 

help them understand their duties and how to comply with them.  

 

Policy Dissemination and Review  

All employees will be made aware of this policy and its content in order that they are aware of their and 

the school's responsibilities to keep all personal data secure in compliance with the data protection 

legislation. The policy will be sent to all employees by email; hard copies are available from the school 

office on request.  

The policy will be reviewed at regular intervals and will be amended in line with any changes in the 

legislation that affect the school or its employees' responsibilities.  
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Appendix 1- Retention of Records Schedule 

Type of record/document Retention period 

School Records 

Attendance Register 

 

7 years from last date of entry 

Individual Pupil Records (including Nursery) 

Admissions: application forms, assessments, records of 

decisions 

Examination results (external and internal) 

Pupil file including pupil reports, pupil performance records, 

pupil medical records 

 

Special educational needs records (to be risk assessed 

individually) 

 

25 years from date of birth (or, if pupil not admitted, up to 7 

years from that decision) 

7 years from pupil leaving school 

25 years from date of birth, subject to where there are 

safeguarding consideration. In these cases and material 

which may be relevant to potential claims will be kept for 

the lifetime of the pupil 

Date of birth plus up to 35 years (allowing for special 

extensions to statutory limitation period) 

Safeguarding 

Policies and Procedures 

DBS disclosure certificates 

 

Single Central Register (SCR) 

 

Accident/incident reporting 

 

Child Protection files 

 

Keep a permanent record of historic policies 

6 months from decision on recruitment, unless DBS 

specifically consulted. Record of the check must be kept on 

SCR 

Keep a permanent record of all mandatory checks that 

have been undertaken 

Keep on record for as long as any living victim may bring a 

claim (NB civil claim limitation periods can be set aside in 

cases of abuse). Files to be reviewed every 6 years 

If a referral has been made/social care has been involved 

or child has been subject of a multi-agency plan- 

indefinitely. 

If low-level concerns, with no multi-agency act, apply date 

of birth plus 25 years 

Environmental and Health records 

Maintenance logs 

Accidents to children 

Accident to staff or visitors, including RIDDOR 

 

10 years from date of last entry 

25 years from birth (unless safeguarding incident) 

See Appendix 2 
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Staff use of hazardous substances 

Risk assessments (carried out in respect of above) 

7 years from end of date of use 

7 years from completion of relevant project, incident, 

activity or event 

Employee Records 

Application form, interview notes and selection records for 

unsuccessful candidates 

 

12 months from application unless the candidate has 

consented to details being kept on file for future vacancies 

(or role has been given to a sponsored migrant- see below) 

Disclosure and barring service checks and disclosures of 

criminal records forms 

Up to 6 months following recruitment process unless 

assessed as relevant to ongoing employment relationship 

General HR records- eg recruitment information, contract, 

references, qualifications, correspondence, appraisals, 

disciplinary records, grievances, sickness records 

While employment continues and 7 years after it ends, 

except where there is a safeguarding issue when relevant 

information is to be kept indefinitely 

Payroll and wage records (including details of overtime, 

bonuses, expenses and benefits) 

While employment continues and 7 years after it ends 

PAYE records While employment continues and 7 years after it ends 

Records in relation to hours worked and payments made to 

workers 

While employment continues and 7 years after it ends 

Parental leave records 5 years from child’s birth/adoption (18 years for a disabled 

child) 

Maternity records While employment continues and 7 years after it ends 

Sickness records required for the purposes of SSP While employment continues and 7 years after it ends 

Any reportable accident, death or injury in connection with 

work 

See below 

Immigration checks Throughout employment and for 2 years after employment 

ends 

Documents related to sponsored migrants (eg evidence of 

satisfying the resident labour market test (where 

applicable)and evidence of the migrant’s qualifications 

Throughout employment or until a compliance officer has 

examined and approved them (whichever is longer) 

Accident Reports 

RIDDOR reports- employees and visitors 

 

7 years following end of employment or closure of file 

RIDDOR reports- pupils 25 years after date of birth 

Accident book employees and visitors entries 3 years following entry, or 12 years if industrial injury 
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Accident records- pupils 25 years after date of birth 

Accident or incident investigation reports containing 

personal information 

7 years following closure of file 
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